
 
 

 

FIREWALL 

Definition/Working and Functionality: 

In computing, a firewall is a network security system that monitors, and controls incoming and outgoing 

network traffic based on predetermined security rules. A firewall typically establishes a barrier between a 

trusted internal network and untrusted external network, such as the Internet. 

Benefits: 

Firewalls are often categorized as either network firewalls or host-based firewalls. Network firewalls filter 

traffic between two or more networks and run on network hardware. Host-based firewalls run on host 

computers and control network traffic in and out of those machines. 

Vendors: 

✓ Palo Alto Networks 

✓ Fortinet 

✓ Check Point 

✓ Cisco Systems 

✓ Juniper Networks 

✓ Forcepoint 

Digintrude Services and Solutions: 

Digintrude provides administration, monitoring and maintenance of firewall infrastructure, freeing clients 

from the burden of policy management, upgrades and patch deployment. 

Our Managed Firewall services and solutions would deliver around-the-clock security event and device health 

monitoring, management of upgrades, changes and patching, policy auditing, and intelligence-enhanced 

threat protection to help keep your environment safe. 

IAM 

Definition/Working and Functionality: 

IAM refers to a framework of policies and technologies for ensuring that the proper people in an enterprise 

have the appropriate access to technology resources. 

Benefits: 

Also called identity management (IdM), IAM systems fall under the overarching umbrella of IT security. 

Identity and access management systems not only identify, authenticate and authorize individuals who will 

be utilizing IT resources, but also the hardware and applications employees need to access. Identity and 

Access Management solutions have become more prevalent and critical in recent years as regulatory 

compliance requirements have become increasingly more rigorous and complex. 

Vendors: 

✓ CyberArk 

✓ Oracle 

✓ SailPoint 

✓ Keeper 

✓ IBM 

✓ CA Technologies 

✓ Cisco 

✓ BeyondTrust 

 



 

 

✓ ForgeRock 

✓ Fortinet 

Digintrude Services and Solutions: 

Digintrude would help setup IAM solution including eliminating the need to hire your own IT people to manage 

your IAM system. We offer a cost-effective and reliable management service that keeps everything secure 

and updated by maintaining your IAM infrastructure and staying on top of advances in technology. Our 

technicians will monitor your system 24/7 to stay on top of performance issues, provide guidance for root 

cause analysis, and protect your data. Other aspects of our management services include: 

Management of all IAM solutions, whether stored on the premises, in a cloud, or with hybrid architecture: 

✓ DevOps-driven support 

✓ Regular security audits 

✓ Monitors and alerts with 24/7 global support 

✓ Real-time insights 

✓ Rule-based alerts 

✓ Customer-focused team dedicated and equipped to handle any volume of data 

✓ Regulatory and compliance support 

✓ ISO 27001 certified processes and facilities 

DATA LOSS PREVENTION 

Definition/Working and Functionality: 

Data loss prevention (DLP) makes sure that end users do not send sensitive or critical information outside 

the corporate network. DLP is used to describe software products that help a network administrator control 

what data end users can transfer. 

Benefits: 

DLP software detects potential data breaches, data ex-filtration transmissions and prevents them by 

monitoring, detecting and blocking sensitive data while in-use (endpoint actions), in-motion (network traffic), 

and at-rest (data storage). 

Vendors: 

✓ Symantec 

✓ Digital Guardian 

✓ Forcepoint 

✓ Intel Security 

Digintrude Services and Solutions: 

Digintrude would offer DLP as a service providing the same protection as on-site DLP solutions, ensuring 

continuous monitoring and protection without the staffing and expertise required to manage a DLP program 

in house. Digintrude’s DLP as a service simplifies and expedites DLP deployment and integration into existing 

environments. 

ENDPOINT PROTECTION  

Definition/Working and Functionality: 

Endpoint protection involves protection of computer networks that are remotely bridged to client devices. 

The connection of laptops, tablets, mobile phones and any other wireless devices to corporate networks 

would create attack paths for security threats. Endpoint protection attempts to ensure that such devices 

follow a definite level of compliance to standards. 

Benefits: 

Endpoint protection helps to identify and manage the users’ computers access over a corporate network 

which allows network administrators to restrict certain website access to specific users to maintain and 

comply with the organization’s policies and standards. The components involved in aligning the endpoint 

security management systems includes a Virtual private network (VPN) client, an operating system and an 

updated antivirus software. Computer devices that are not in compliance with the organization’s policy are 

provisioned with limited access and to a virtual LAN. 

 



 

 

 

Vendors: 

✓ Sophos 

✓ Palo Alto Networks 

✓ FireEye 

✓ Symantec 

✓ Check Point 

✓ Unified Threat Management 

✓ RSA 

✓ Kaspersky Lab 

✓ Carbon Black 

✓ Intel Security Group 

✓ F-Secure 

Digintrude Services and Solutions: 

Digintrude services and solutions include Implementing Endpoint Protection, securing endpoints from 

malware and other threats; provide an additional layer of protection to enhance gateway and LAN based 

security solutions, improve security awareness by knowledge transfer sessions and also control IT related 

management costs by centrally administering endpoints from a single console. 

Endpoint Protection Services Offerings: 

✓ New Installation of Endpoint Protection products 

✓ Upgrade and Migration of Endpoint Protection products 

✓ Assessment and Assistance 

INTRUSION-DETECTION-SYSTEM 

Definition/Working and Functionality: 

IDS would work as a device or software application that would monitor network or systems for malicious 

activity or policy violations. Any malicious activity or violation of any rules/policies are typically reported 

either to an administrator or collected centrally using a security information and event management (SIEM) 

system. SIEM system would combine outputs from multiple sources and use alarm filtering techniques to 

distinguish malicious activity from false alarms. There are several types of IDS, available for single computers 

to large networks, the most common classifications are network intrusion detection systems (NIDS) and 

host-based intrusion detection systems (HIDS). A system that monitors important operating system (OS) 

files is an example of a HIDS, while a system that analyzes incoming network traffic is an example of a NIDS. 

It is also possible to classify IDS by detection approach: the most well-known variants are signature-based 

detection (recognized by bad patterns, such as malware) and anomaly-based detection (detecting deviations 

from good traffic, which often relies on machine learning). Some IDS can respond to detected intrusions. 

Benefits: 

Advantages of Network based Intrusion Detection Systems: 

✓ Lower Cost of Ownership: 

✓ Easier to deploy 

✓ Detect network-based attacks 

✓ Retaining evidence 

✓ Real Time detection and quick response 

✓ Detection of failed attacks 

Advantages of Host based Intrusion Detection Systems: 

✓ Verifies success or failure of an attack 

✓ Monitors System Activities 

✓ Detect attacks that a network-based IDS may fail to detect 

✓ Near real time detection and response 

 



 

 

✓ Does not require additional hardware, Lower entry cost 

Vendors: 

✓ Check Point, Cisco, Core Security, Core Network Security (previously Top Layer Security) 

✓ Dell, Extreme Networks (acquired Enterasys), F5 Networks, FireEye 

Digintrude Services and Solutions: 

We can design, supply, implement, tune, monitor and manage your Intrusion Detection Systems as a service, 

providing you with significantly enhanced protection and compliance, without the costs. 

Use our Managed IDS services to: 

✓ Bring your security risk, intelligence and operations together to make the best use of your budget 

and achieve measurable results. 

✓ Provide proactive maintenance and management of your IDS to ensure optimal and continuous 

operation and performance. 

✓ Provide regular incident, alerts, audit and usage reports in easy to understand formats. 

✓ Complement and integrate with your existing IT infrastructure. 

✓ Help businesses meet any regulatory and best practice requirements, for example, ISO 17799, HIPAA 

and GLA 

INTRUSION PREVENTION SYSTEM 

Definition/Working and Functionality: 

IPS systems would monitor networks for malicious activities such as security threats or policy violations. IPS 

would identify suspicious activity, and then log information, attempt to block the activity, and then finally to 

report it. 

Benefits: 

Intrusion Prevention System Benefits: 

✓ Fewer security incidents, Selective logging 

✓ Privacy protection, Reputation-managed protection 

✓ Multiple threat protection, Dynamic threat response 

Vendors: 

✓ Check Point, Cisco, Core Security 

✓ Core Network Security (previously Top Layer Security) 

✓ Dell, Extreme Networks (acquired Enterasys) 

✓ F5 Networks, FireEye 

Digintrude Services and Solutions: 

We can design, supply, implement, tune, monitor and manage your Intrusion Prevention Systems as a service, 

providing you with significantly enhanced protection and compliance, without the costs. 

Use our Managed IPS services to: 

✓ Bring your security risk, intelligence and operations together to make the best use of your budget 

and achieve measurable results. 

✓ Provide proactive maintenance and management of your IPS to ensure optimal and continuous 

operation and performance. 

✓ Provide regular incident, alerts, audit and usage reports in easy to understand formats. 

✓ Complement and integrate with your existing IT infrastructure. 

✓ Help businesses meet any regulatory and best practice requirements, for example, ISO 17799, HIPAA 

and GLA 

 

 

 

 

 

 


